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[. INTRODUCTION AND
EXECUTIVE SUMMARY
OF KEY FINDINGS

It is widely accepted that internal auditing is a key element of internal control, and regu-
lators and stock exchange requirements demand the presence of internal auditing for
registered companies. Yet organizations often struggle to know whether the investments
they make in resource allocations for internal auditing are appropriate and effective. We
often hear questions such as: How much should be invested in internal auditing? How
many auditors does an organization like ours have? How does the existence of other
functions within the organization that perform similar activities affect the investment in
internal auditing? How do I know if I am getting value from internal auditing?

Certainly, not all internal audit departments are the same, nor do they have the same
mission within their organizations. This is true even though most internal audit depart-
ments strive to follow the definition of internal auditing developed by The Institute of
Internal Auditors in 1999:

“Internal auditing is an independent, objective assurance and consulting activity
designed to add value and improve an organization’s operations. It helps an orga-
nization accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control, and gover-
nance processes.”

Internal audit missions vary widely across different organizations. For example, some
internal audit departments are very active in the area of risk management and even have
a subset of the department that focuses on risk management. At the same time, some
internal audit departments have minimal activities in the risk area. Some focus on compli-
ance activities, while others focus on operational audits, IT security, or fraud prevention
and detection. In other words, not all departments are the same, and they are often asked
to serve different missions within an organization. Therefore, simply comparing the size
of one internal audit department with another — even in the same industry and the same
relative size company — can give misleading indications as to the appropriate size of an
internal audit department.
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This study is designed to address these issues. We start by analyzing the number of different
activities that an internal audit department might perform. That analysis leads us to a
conceptual model of internal audit effective sizing that articulates the key factors that may
be tailored to each organization’s unique characteristics, mission, personnel, and quality
profile. We subsequently test the conceptual model using data from a wide variety of orga-
nizations, including whether the audit committee and management’s views and internal
auditing’s views of the mission of internal auditing are closely aligned (a surrogate for
management’s assessment of the value of internal auditing).

The study differs from traditional approaches to “effective sizing” that normally bench-
mark the size of internal audit departments with other departments in the same industry
or organizations of similar size. Rather, this study starts from a different premise: The
appropriate size of the internal audit department should be based on the specific mission
of the function — as determined by management and the audit committee — and should
vary with the scope of internal auditing’s mission, experience of its personnel, the tech-
nology it uses, the control, compliance, and operational audit emphasis, and geographic
areas covered. Using the conceptual model developed in this study, it is possible for two
internal audit departments in organizations of similar size and in the same industry to
have significant differences in both composition and size based on their specific respective
missions, tools used, experience, and scope of work.

We developed the conceptual model by considering prior published academic research
concerning internal auditing, brainstorming among research team members in consulta-
tion with key personnel at Ernst & Young LLP, and conducting intensive field interviews.
To test the conceptual model, we surveyed 449 chief audit executives (CAEs) at an array
of organizations located primarily in the United States. After removing companies in the
financial industry, and those in the nonprofit and governmental sectors, we report survey
results for 236 organizations.!

I The data provided by financial institutions, nonprofits, and governmental agencies yield
significantly different results than does that provided by the other publicly traded and private
organizations that we include in our sample. Given our goal of developing a model to determine
the “effective size” of internal audit departments, it was necessary to focus on a smaller, more
similar sample of data; therefore, we removed these firms.



I. Introduction and Executive Summary of Key Findings

The survey results support the validity of the conceptual model that we present in the next
section. Further, the study results support a tailored answer to the size of an internal audit
department (in terms of the full-time equivalent number of personnel, assuming all other
factors are equal).> The general findings indicate that:

. Internal audit size (i.e., number of full-time equivalents, or “headcount”) increases:

o

© O ©0 © O

© O © ©O

For public organizations (as compared to privately-held organizations).
For U.S.-based organizations (as compared to those based outside the
United States).

As the size of the organization (in assets and inventory) increases.

As the control structure of the organization becomes more decentralized.
As the number of audit committee members increases.

As audit committee oversight of the internal audit department increases.
As the frequency of private meetings between the internal audit department
and audit committee increases.

When the mission and activities of the internal audit department are aligned.
When operational auditing is explicitly included in the mission statement.
As the use of automated data extraction tools increases.

When the internal audit department meets or exceeds the expectations of
key stakeholders such as audit committees or senior management).

. Internal audit size (i.e., number of full-time equivalents or “headcount”) decreases:

(¢}

As the percentage of audit activities that are outsourced increases (as the
survey responses were based on headcount, not effective factors significantly
influencing internal audit department size [FTEs]).

As the use of fraud detection tools increases (such as automated software
and other fraud monitoring tools).

When management and the CAE disagree about the importance of IT
auditing (and management places less value on IT auditing than internal
auditing does).

As the percentage of certified internal auditors (CIAs) in the department
increases.

2 We use the number of personnel as a primary measure of size, although we note that it is corre-
lated with other measures such as budgetary resources. Additional analysis using annual internal
audit budget as the dependent variable yields similar results.
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o  As more reliance is placed on alternative assurance mechanisms such
as separate, noninternal audit groups providing contract/joint venture
monitoring, compliance, and health safety of employee monitoring activities.

o  Asthe (percentage) representation of inside directors on the audit committee
increases.



II. THE INTERNAL AUDITING
RESOURCE PROBLEM

How much of an organization’s resources should be allocated to the internal audit func-
tion? Standard 2030 of The [1A’s International Standards for the Professional Practice of
Internal Auditing (Standards) states that the CAE must ensure that internal audit resources
are appropriate (i.e., there is a reasonable mix of knowledge, skills, and competencies of
internal audit staff), sufficient (i.e., of adequate quantity), and effectively deployed (i.e.,
used in a way that optimizes achievement) to achieve the approved plan or objectives
for the internal audit function. Further, Standard 2010 requires that the CAE establish
risk-based plans that are aligned with the organization’s overall goals. Providing effective
internal audit services following the Standards is necessary, but the Standards does not set
out the specific guidance needed to help CAEs in determining the size necessary to meet
the standards, and where applicable, exceed corporate objectives for internal auditing.

Traditional Approaches to Determine “Effective
Size” of Internal Audit Departments

Our observations and interaction with IIA leadership on international committees is that
organizations routinely apply three approaches in determining the “right” size of their
internal audit department: 1) a static approach that starts with the existing level of the
audit function; 2) a risk analysis approach; and 3) a benchmarking approach.

The static approach starts with the size and composition of the existing internal audit
department and makes incremental changes in response to changed conditions in corpo-
rate risk, acquisitions, geographical coverage, control structure, or mission (e.g., more
consulting-type activities) and — more recently — to challenges to downsize the organiza-
tion. When used effectively, this approach carefully considers the skill sets, staft experience,
objectives of internal auditing, and nature of the organization’s and internal auditing’s
information technologies. However, there are two potential problems with this approach.
First, there is little evidence that the existing size is appropriate as a starting point. Second,
the changes — and subsequent new size — may be influenced by temporary factors such
as the initial implementation of the U.S. Sarbanes-Oxley Act of 2002.
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A second method involves a systematic risk analysis approach whereby the internal audit
department presents various plans to the audit committee or management concerning the
amount of effort/coverage that internal auditing can achieve with current resources, a fixed
percentage increase, or a fixed percentage decrease. Such an approach is dependent on
management and audit committee views concerning: a) the effectiveness of the risk identi-
fication process by internal auditing; b) the organization’s risk appetite, risk tolerance, and
residual risk; and ¢) the appropriate role of internal auditing in risk management.’> While
there are many merits to this approach, it still suffers from potential drawbacks:

1. It may not consider the use of advanced technology or other functions that
perform risk management activities (both of which could reduce the size of
internal auditing).

2. It may not consider an “operational audit” mission of the department, cost-
effective compliance activities, or changes in objectives that may include more
consultative-type activities.

3. Itmay not fully incorporate information about whether the risk analysis process
itself is sufficiently comprehensive or the organization has an effective and
comprehensive enterprisewide risk management process.

A third approach to determining the “right” size of an internal audit department involves
benchmarking, whereby an organization considers its relative size in comparison to other
organizations using The ITA’s Global Audit Information Network (GAIN) database or
other industry group surveys. The information is then used to begin discussions as to
whether an internal audit department should be increased, or whether its mission should
be expanded or contracted. One difficulty with benchmarking is that it does not address
the efficiency/effectiveness of an internal audit department; it only provides comparisons
with groups in similar industries (and maybe of similar size). Further, the internal audit
peers used for benchmarking may have different objectives, different strategies for staffing,
or may address a different profile of risks in their organization. Benchmarking often does
not consider the extent to which other activities in an organization (either the existing
organization or the organization against which the audit department will be benchmarked)
may be similar in nature and purpose to internal auditing. Finally, benchmarking does not
take into account variation in risk across industry or environment, or changes mandated
by regulations. While benchmarking is often used to either claim that an audit department

3 Risk appetite, risk tolerance, and residual risk are not explicitly considered in our survey.
However, they are implicitly included in measures regarding internal auditing’s mission/activity
alignment and perceived quality.
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is efficient, or alternatively, that it requires additional resources, such comparisons can be
misleading.

While there are advantages and disadvantages to each of the three approaches (and others
that may be used), we propose that the profession does have a conceptual model that can
be mathematically modeled to provide a potentially more useful discussion of the most
effective size of an internal audit activity. Like the other approaches, we believe that this
approach will be refined as more data becomes available and as internal audit activities
evolve.

Previous Academic Research

A limited amount of academic research has developed rigorous statistical models to
estimate the size of an internal audit department. This research, which we have used in
developing our conceptual model, is valuable and has provided insight on factors that seem
to affect the size of internal auditing. For example, Carcello et al. (2005) surveyed 217 U.S.
public companies in 2001 and 2002 to develop such a model. Their research shows that
monetary budgets for internal auditing are positively associated with the following factors
(i.e., internal audit activity increases directly with increases in):

. Organization size.

. Organization leverage (higher leverage leading to larger size internal audit
departments).

. Certain industries (financial, service, and utilities were larger than others).

*  Level of inventory and operating cash flows.

. Audit committee review of internal audit budgets.

Further, their work showed internal audit budgets are negatively associated with the
amount of internal audit work that is outsourced (i.e., the more work that was outsourced,
the less the total amount of internal audit budget).* While their model represents a useful
first step in predicting how internal audit budgets may change in relationship to various
factors, they do not explicitly address the issue of “effective size” of internal auditing
based on the mission or value proposition of internal auditing, management’s expecta-
tions regarding internal audit service quality, specific tasks and tools that internal audit
departments use, or the overall corporate governance environment.

4 Note that the total internal audit budget includes the amount spent on outsourcing as well as
the amount spent on internal staff. Not all research shows this same result.
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The conceptual model that we develop in this paper extends the work of Carcello et al. by
a) developing a surrogate measure for the effective size of the internal audit department;
b) including variables that represent post-Sarbanes-Oxley relevant tasks and risks; and
¢) including a much broader scope of internal audit-relevant variables. The conceptual
model also builds on recent work provided by various internal audit thought leaders on
factors affecting the future of the internal audit department.



III. A CONCEPTUAL MODEL
FOR DETERMINING THE
EFFECTIVE SIZE OF AN
INTERNAL AUDIT DEPARTMENT

We have developed a conceptual model of internal audit size based on factors generated
from the professional literature and in-depth interviews with 12 diverse internal audit
departments regarding what should influence the size of an internal audit department. We
used a three-step process to develop that model, as depicted in Figure 1.

Figure 1: Method of Developing Conceptual Model

Step 1: Preparatory Step 2: Model Development Step 3: Conceptual
Development _ _ Model

Evaluate prior research In-house Analysis and Review Once articulated, the
and professional - Research team model is tested using
standards: « E&Y internal audit personnel the following methods:
« Academic research - Survey development
- 1A research - Data analysis
. International Field Interviews Preliminary . Model validation

Standards for the - Directors of Drafts of

Professional Practice of internal audit |« Conceptual

Internal Auditing « Chief audit Model

executive

First, we examined previously published research concerning internal auditing, with
particular emphasis on the factors revealed to be important indicators by Carcello et al.
(2005). We also considered the depth of research developed by The IIARF, as well as the
Standards, to identify factors that should influence the size and scope of an internal audit
department. Second, we brainstormed among research team members and consulted with
key internal audit services personnel to refine our thoughts. Further, we conducted inten-
sive field interviews nationwide with CAEs from organizations of differing sizes across
geographic locations and industries. We also sought to interview CAEs that ran depart-
ments that were totally in-sourced, as well as those using co-sourcing and outsourcing.
The interviews were conducted with CAEs at the following organizations:
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Ameriprise Financial
Ceridian Corporation
Deluxe Corporation
Ecolab

General Dynamics
General Mills
Imation Corporation
Land O’ Lakes, Inc.
Legg Mason

The Toro Company
U.S. Department of Education — Office of the Inspector General
Wells Fargo

WXk =

—_— —
—_ O

k.
N

The interviews were conducted in groups that included multiple CAEs. We conducted
the interviews over several months, refined the conceptual model, and presented updated
drafts of it at each subsequent set of interviews.

During the field interviews, we were struck by several insights that ultimately perme-
ated much of our research, the conceptual model, and our findings. First, our model
development sessions revealed that tone at the top and the internal audit department’s
defined mission are critical to determining resources allocated to the function. Second,
the nature of internal audit activities within some organizations is changing dramatically.
For example, in some organizations, many activities often thought of as internal audit
activities have been incorporated into other operational aspects of some organizations,
including functions such as monitoring IT security, risk analysis and testing, and contin-
uous audits of IT data processing. In some organizations, other activities that were not
formerly thought of as internal audit activities are now defined as such, including func-
tions such as leadership roles in determining Sarbanes-Oxley compliance. The changing
nature of internal-audit-type activities performed has significantly influenced our concep-
tualization of our effective sizing model. Third, our model development process made it
clear that some internal audit departments have closely aligned their activities with the
expectations of management and the audit committees, while others have not achieved
such alignment. Obviously, to the extent that there is alignment (misalignment), manage-
ment and the audit committee (the customers of the internal audit department) will likely
be more (less) satisfied with the performance and quality of the internal audit department,
and will be more (less) willing to expend resources to support it.

Our intent is to test the conceptual model through statistical data analysis to determine

whether it is useful in estimating something close to an effective size of an internal audit
activity given the objectives of such an activity, the nature of the organization, and other

10
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factors that may reasonably affect internal audit activities. Through this iterative process
we developed the following conceptual model for determining the effective size of an
internal audit department.

Figure 2: Conceptual Model
Critical

Critical Factor 3: \
Mission of 1A
Factor 2:

Characteristics
of Governance
Structure

Critical

Factor 6:
Characteristics
of the IA
Dept.

Critical
Factor 1:
Organization
Characteristics

Critical
Factor 7:
IA Service
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The conceptual model includes the following seven interrelated critical factors that predict
a potentially optimal size of the internal audit department:

1.  Characteristics of the organization.
2. Characteristics of the governance structure of the organization.

3.  Mission of the internal audit department as seen by management, the audit
committee, and the internal audit department.

4.  Theinternal audit value proposition as executed by the internal audit department.

5.  The alignment of internal auditing with management and audit committee
expectations.

6. Staffing characteristics (or strategies) of the internal audit department.

7.  Internal audit service quality.

These seven critical factors should then predict the effective size® of an internal audit
department for an organization — given its mission, sourcing and staffing strategies, risk
coverage, and use of advanced audit tools and techniques.

> We use the term “effective size” as a broad descriptor that is meant to imply that the estimate is
the approximate “effective size” or potentially optimal size within a relatively small range.
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Effective Sizing of Internal Audit Departments

Critical Factor One: Characteristics of the Organization

Any consideration of the effective size of an internal audit department should include
basic characteristics of the organization itself, as noted by Carcello et al. (2005). Such
characteristics include organization size, location, complexity, financial condition, risk,
industry membership, and global footprint. We expect that larger, more complex organi-
zations will benefit from greater internal audit resources. Previous research suggests that
financially stable organizations make a greater commitment to corporate governance and
internal audit activities. The research is less clear on organizations that have become more
leveraged and less financially stable. On one hand, one would expect that they may require
a larger commitment to internal auditing to ensure compliance with various legal restric-
tions. On the other hand, such organizations may choose not to invest in internal auditing
to save costs so they can reduce costs. Similarly, we expect high-risk organizations to invest
more in internal auditing to assist those in oversight positions to better manage risks.
Industry membership is more difficult to associate with internal audit size, but we recog-
nize that different industries require different levels of internal audit activity (e.g., due to
regulations, public perceptions, past issues, etc.), and that internal audit size will likely
reflect those systematic differences.

Critical Factor Two: Characteristics of the
Organization’s Governance Structure

We expect that an organization’s corporate governance characteristics, including board
and audit committee characteristics and risk management functions, are also likely to
influence the size of the internal audit department. Our preliminary expectations are that
strong governance characteristics will influence internal audit size because organizations
with such characteristics are committed to sound internal control, risk management, and
operational efficiency, and have strong control environments. But, there is a caveat that
we need to explore when testing the conceptual model. That caveat is that the organiza-
tions with strong governance characteristics may have smaller internal audit departments
because they are fully invested in controls across the organization and/or because they
have committed to internal audit-type functions that exist elsewhere in the organization
(IT security, risk management, compliance, etc.). That is, these organizations may achieve
control objectives with fewer internal audit resources because of the control investment
built into strategic planning, operations, financial reporting, and compliance activities.
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II1. A Conceptual Model for Determining the Effective Size of an Internal Audit Department

Critical Factor Three: The Mission of the Internal Audit Department

When developing the conceptual model, we used the feedback from our interviews to
separate the internal audit mission (as perceived by management) and the internal audit
value propositions as executed by the internal audit department (i.e., the services internal
auditing provides to the organization). This allows us to investigate the effects of align-
ment or misalignment between the internal audit mission and the actual audit activities.
The alignment (misalignment) between expectations and performance of internal auditing
may logically influence the size of an internal audit department. We expect that as the
internal audit department’s mission becomes more comprehensive, its size will necessarily
increase to reflect those resource demands, but only if there is an alignment of actual
internal audit activity with that mission.

Critical Factor Four: The Value Proposition
of the Internal Audit Department

The conceptual model also addresses the specific “value-added” activities performed
by internal auditing. The IIA’s formal definition of internal auditing states that it is “...
designed to add value” (ITA 1999). However, each internal audit department must deter-
mine precisely which activities or value propositions it will pursue to meet the goal of
being a value-added service. As the scope of those value-added services increases, along
with the quality of execution of those services, we expect the size of the internal audit
department to increase. That is, we expect that organizations will be willing to invest more
resources in an internal audit department that is perceived to provide a greater value. As
with other parts of the model, we lay out various factors that can affect the value percep-
tion of internal audit activities when we test the model.

Critical Factor Five: Alignment with the Value Propositions

A key element of our conceptual model concerns the appropriate alignment between
management’s beliefs about internal auditing’s appropriate role, tasks, and performance
(i.e., the value proposition of internal auditing), and internal auditing’s own beliefs
concerning its value propositions. When management and internal auditing agree about
the importance of specific internal audit activities, the likelihood that management will
make a greater investment in internal auditing increases. In contrast, if there are signifi-
cant differences, particularly where management does not see the value, we expect the
investment in internal audit activities to be reduced.
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Effective Sizing of Internal Audit Departments

Further, our model considers overall alignment between internal auditing’s value proposi-
tions (as described in the internal audit mission) and the actual activities internal auditors
perform. Greater mission/activity alignment is likely to be positively related to internal
audit quality because internal audit customers (company management and the audit
committee) are likely to believe internal auditing meets or exceeds their expectations.
Therefore, we expect that greater mission/activity alignment will be positively related to
the size of the internal audit department.

Critical Factor Six: Characteristics of the Internal Audit Department

Next, we consider the characteristics of internal audit staffing and the technology internal
auditing uses in conducting its work. Professional standards and our interviews lead us
to believe that internal-audit specific experience, within-company experience, and profes-
sional certifications should all influence audit department size. We anticipate that a more
professionally oriented staff, along with one that is more highly experienced (in internal
auditing), will enable the internal audit department to accomplish its mission and provide
value with relatively fewer overall total resources. Thus, we predict that the size of internal
auditing should be inversely associated with the level of staffing experience and profes-
sionalism. As we test the model, we use factors such as CIA certification or other similar
measures of experience and expertise as internal auditors.

We also consider internal auditing’s use of effectiveness-enhancing tools, including those
involving data extraction and analysis, fraud detection and prevention, audit manage-
ment, control self-assessment, Sarbanes-Oxley compliance, and continuous monitoring.
We know that investment in IT will improve the breadth, and usually the depth, of audit
coverage. There are two potential impacts of using such technology. First, the investment
in audit technology should allow existing auditors to do more with less staff. Therefore,
the investment might lead to smaller sized staffs. Second, because internal auditors can
do more (and add more value with less staff), it is possible that such organizations may
actually invest more in internal auditing because they receive greater benefit from audit
activities. Our empirical testing will examine these two possible interpretations.

Critical Factor Seven: Internal Audit Service Quality

Finally, our model development interviews reinforced that the quality of service, although
sometimes difficult to measure, is a key factor to consider in determining the effective size
of an internal audit department. The argument is much like the one above regarding invest-
ment in efficiency-enhancing tools (i.e., higher quality work adds more value, generates

14
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an expectation of future quality, and increases the demand for internal audit services).
Internal audit departments that exceed their potential in terms of quality are more likely
to garner additional resources over time. As such, we predict that internal audit depart-
ments that are perceived as high quality will be recognized as such and more resources will
be devoted to those departments — all other things equal.

Conceptual Result: The Size of the Internal Audit Department

The conceptual model, if appropriately developed and tested with the right variables,
should allow us to predict the relative size of internal audit departments within our sample
organizations, and further, should represent a good approximation for the effective size of
an internal audit department. At a minimum, it should represent a good starting point for
internal discussions. Moreover, if there are significant discrepancies between the model’s
prediction and current size, it may represent an opportunity for self-introspection on the
value proposition and structure of an existing internal audit activity. We recognize that
such discrepancies may also imply that either a) our model is imprecise, or b) the measure-
ments we use for the critical factors are not sufficiently robust. We try to minimize the
latter through our development methodology and use various model testing techniques
that are widely accepted in the academic literature. There are, of course, many alternative
ways to measure size. We include full-time-equivalent headcounts in terms of number of
internal audit staff members, along with monetary budget and actual expense amounts.
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IV. DATA COLLECTION

With the assistance of The IIARF and Ernst & Young, we identified CAEs as the source
of most of the information needed for our study. Our target respondents included all IIA
members included in the CAE group of The IIA — 6,644 CAEs. During the summer and
fall of 2008, we sent each CAE an e-mail introducing our study. The e-mail included a
hyperlink that they could access to complete the survey through an online program. After
several weeks, we sent a reminder e-mail to those who had not yet responded to the survey.
We received 449 survey responses, resulting in a response rate of 7 percent, which is not
unusually low compared to other surveys like ours, particularly given the very extensive
length of the survey (see Anderson et al. 2006, for example).

Recall that our conceptual model indicates that industry-specific factors may significantly
influence size (for example, financial institutions generally have larger internal audit
staffs due to compliance factors). Our preliminary data indicate exactly what we expected
(i.e., we exclude 120 financial companies, 37 nonprofits, 26 governmental entities, and 30
companies designated as “other,” which we determined to be nonprofits. We exclude these
firms because the data they provide yields significantly different results compared to the
data provided by other publicly traded and private companies in our sample. Ultimately,
we include 236 organizations in our analysis.

The first page of the survey provided a detailed introduction to the research project and
included an informed consent agreement for their participation. After reading this intro-
ductory information, CAEs began the survey. Participants responded to questions related
to each critical factor in the conceptual model. A copy of the questionnaire is available
from the authors.
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V. RESULTS

The following paragraphs, tables, and figures provide descriptive statistics and discussion
regarding the critical factors of our conceptual model.

Critical Factor One: Characteristics of the Organization

Organizational characteristics likely to influence the size of the internal audit depart-
ment include whether the organization is publicly or privately held, its industry, size, and
complexity, and the extent to which the control structure is centralized (or decentralized).
We gathered a number of variables to measure these characteristics of the organizations
in our sample.

Of the 236 companies in our sample, 142 are publicly traded (60.17 percent) and 94 are
privately held (39.83 percent). They have an average of $9.9 billion in assets (in the current
year) and $6.9 billion in revenue. Table 1 describes the industry representation of our
sample.

Table 1: Descriptive Statistics

e Res;-c?:c‘ilents Publicly Held Privately Held
(% of Sample) (% of Sample) (% of Sample)
N =236 N=142 N=94

Health Care 32 (13.6%) 5 (3.5%) 27 (28.7%)
Manufacturing 80 (33.9%) 68 (47.9%) 12 (12.8%)
Retail 16 (6.8%) 10 (7.0%) 6 (6.4%)
Services 16 (6.8%) 9 (6.3%) 7 (7.4%)
Transportation 5 (2.1%) 4 (2.8%) 1 (1.1%)
Other 87 (36.9%) 46 (32.4%) 41 (44.1%)
Total Sample 236 (100%) 142 (60.17%) 94 (39.83%)
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Effective Sizing of Internal Audit Departments

CAE respondents self-reported the industry category that best fit their organization. As
shown in Table 1, approximately 37 percent of respondents indicated that their organi-
zation was not accurately described using the available categories so they selected the
“other” category. These respondents did not provide an adequate description of the firm
that would allow us to better describe the industry.

Figure 3 illustrates the location of operations of the organizations in our sample. The
results show that approximately 40 percent of the organizations operate entirely within
the United States, while 45.3 percent are based in the United States with international
operations.

Figure 3: Location of Operations

Il U.S. Operations

Based in U.S. with International Operations

M Based Internationally with U.S. Operations

B Operates Entirely Outside the U.S.

One factor that may affect internal audit size is the extent to which an organization is
involved in significant mergers and acquisitions. The rationale for including this variable
in the characteristics component is that mergers/acquisitions often result in control and
risk issues that need to be addressed (and might call for greater internal audit involve-
ment). Figure 4 illustrates the extent to which organizations in our sample have engaged in
mergers or acquisitions and divestitures as a regular part of their activities. It reveals that
about half of the organizations have engaged in both mergers or acquisitions and divesti-
tures, and have experienced significant organizational changes in the recent past.
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V. Results

Figure 4: Mergers, Acquisitions, and Divestitures

60% —

50% f(— . Merger Activity

|:| Divestiture Activity

40% |—

30% f(—

20% |—

10% (—

0%

None Somewhat Extensively

To further understand the complexity of the organizations in our sample, we asked partic-
ipants to indicate the extent to which the organization has strategic partnerships. Strategic
partnerships, or alliances, include a wide range of mutually beneficial formal relationships
between two or more organizations, such as strategic suppliers, marketing or distribu-
tion partners, etc. These strategic relationships often require a different control structure.®
Often these relationships will contain contract provisions that require more audits of
results. As shown in Figure 5, more than 76 percent of the organizations engage in some
strategic alliance activity. Most (69 percent) have between one and 30 alliances.

¢ See Anderson et al. 2006 (http://www.theiia.org/bookstore/product/managing-strategic-alliance-
risk-survey-evidence-of-control-practices-in-collaborative-interorganizational-settings-1404.cfm)
for information on control systems designed to manage risk related to strategic alliances.
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Figure 5: Strategic Alliance Activity
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In other results, not described in tables or figures, we find that about 47 percent of the orga-
nizations have entered into formal, profit-sharing arrangements (joint ventures) with other
organizations to some extent (between one and five joint ventures) during the previous two
years (2006-2007). About 8 percent (8.3 percent) indicate that they have engaged in joint
ventures extensively (greater than six joint ventures) during the past two years. We also
find that organizations in our sample have an average of eight major business segments
(min = 0, max = 200) and 21 foreign subsidiaries (min = 0, max = 340). In short, the
organizations in our sample are relatively complex in terms of strategic alliances, joint
ventures, business segments, and foreign subsidiaries.

Figure 6 describes the extent to which the a) internal control systems and b) IT control
systems are centralized. Approximately 28 percent of organizations have centralized
internal control systems, indicating that the internal controls are consolidated and coor-
dinated within one administrative system and processes are standardized throughout the
organization. Forty-seven percent have centralized IT control systems, indicating that IT
controls are primarily consolidated and coordinated centrally.
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V. Results

Figure 6: Centralization of the Internal Control System and IT Control System
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Corporate complexity is also affected by the IT environment — in particular the extent to
which IT supports multiple systems or continues to support legacy systems. The results
in Figure 7 show that only 31 percent of the organizations support a single instance of
commercially available software. In contrast, almost 70 percent of the organizations are
supporting multiple instances of both commercially available and legacy systems. For our
purposes, we classify these organizations as having highly complex IT structures because
of the diversity of IT that must be supported and controlled.
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Figure 7: Description of IT Environment
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Critical Factor Two: Characteristics of the
Organization’s Governance Structure

Previous research and interviews with CAEs indicate that the structure and control mech-
anisms associated with various elements of corporate governance will influence the size of
the internal audit department. We consider board of director, audit committee, and risk
management characteristics in our analyses.

Board of Director Characteristics. Panels A and B in Table 2 describe the characteristics
of the boards at the organizations in our sample. We find that, on average, organizations
have about 11 directors and only about 19 percent have boards consisting of outside board
members only. Our CAE respondents separately indicate that only 59 percent believe their
board of directors is sufficiently independent’ from management. When viewing Table 2,
please note that the large outlier in terms of the size of the board is due to a foundation
board. Such boards are typically large because of their desire to bring in outsiders who
support (and help raise funds to support) The IIARF’s mission.

7 This is the opinion of the survey respondents, not as defined by any regulatory or governing
body.
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Table 2 : Composition of the Board of Directors

V. Results

Panel A: Number of Directors
Number of Directors
Mean Minimum Maximum
Publicly Traded 9.54 3 16
Privately Held 13.35 0 72
Total Sample 10.88 (7.75) 0 72
Panel B: Independence from Management

Fewer than 50% More than 50% 100% are

are independent are independent independent
Publicly Traded 8.6% 86.7% 4.8%
Privately Held 34.3% 32.8% 32.8%
Total Sample 16.1% 64.9% 19.0%

Table 3 describes the frequency of board of director meetings, as well as the frequency
with which the boards meet with the internal and external auditors. In other (untabulated)
results, we find that summaries of significant internal audit findings are formally reviewed
by 79 percent of the audit committee, board of directors, or both.

Table 3: Frequency of Board Meetings

Frequency of Board of Directors Meetings

Semi- More As
Annually | annually | Quarterly | Frequently | Needed | Other

Board of Directors 1.1% 5.1% 48.6% 41.7% 1.1% 2.3%
Meetings
BOD Meets with 5.5% 6.8% 58.2% 5.5% 5.5% 18.5%

Internal Auditing

BOD Meets with 10.7% 10.7% 50.7% 5.0% 8.6% 14.3%
External Audit
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Figure 8 explores whether 1) there have been any problem resignations on the board in the
last two years; 2) the board has sufficient access to sensitive information, such as regula-
tory investigations or improper acts; and 3) the board has information needed to effectively
monitor management’s objectives, strategies, and financial and operating positions.
Results indicate that in virtually all organizations, there have not been any problematic
resignations. Also, in more than 70 percent of the organizations, the board has access to
all sensitive and monitoring information needed for effective oversight. While positive,
it strikes us as interesting that between a quarter and a third of the participants do not
believe that the board has sufficient access to sensitive information and to information
that allows them to effectively monitor management’s strategies, operations, and controls.
Thus, for our analysis purposes, based on this variable we would classify approximately
two-thirds of the organizations as having strong governance and approximately one-third
without strong governance.

Figure 8: Board of Directors’ Governance
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V. Results

Audit Committee Characteristics. About 68 percent of the organizations in our sample indi-
cate that they have an audit committee. As shown in Table 4, Panel A, audit committees are
on average slightly larger in privately held companies compared to public companies (4.76
and 3.87 members, respectively). However, all publicly traded companies do, indeed, have
audit committees, ranging in size from two to seven members. Table 4, Panel B, reveals that
more than 90 percent of audit committees (in publicly traded and privately held compa-
nies) have at least one outside director. In publicly traded companies, approximately 87
percent of audit committees are composed entirely of outside directors. Thus, while there
is some variation, most of the organizations in our sample have an audit committee of
reasonable size and independence.

Table 4: Audit Committee Characteristics

Panel A: Number of Audit Committee Members

Number of Audit Committee Members

Average Minimum Maximum
Private Companies 4.76 0 15
Public Companies 3.87 2 7
Total Audit Committee Members 4.00 0 10

Panel B: Independence from Management

100% At Least More Than 100%
Inside One Outside | 50% Outside Outside
Directors Director Directors Directors
Private Companies 8.3% 10.0% 16.7% 65.0%
Public Companies 7.8% — 4.9% 87.4%
Audit Committee Composition 7.9% 4.2% 9.1% 78.8%

Table 5 describes the frequency of audit committee meetings, and the frequency with
which audit committees meet with the internal and external auditors. Meetings occur with
reasonable frequency, with more than 60 percent of audit committees meeting at least
quarterly, and similar patterns of meeting frequencies with both the internal and external
auditors. For example, both internal and external auditors are most likely to meet with the
audit committee quarterly (60.5 percent and 55.9 percent, respectively).
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Table 5: Audit Committee Meeting Frequency

Frequency of Audit Committee Meetings
Semi- As
Annually | annually | Quarterly 10+ | Needed | Other
Audit Committee Meetings 1.2% 3.1% 62.0% 7.4% 6.7% 19.6%
Meetings with Internal Audit 3.7% 6.2% 60.5% 5.6% 5.6% 18.5%
Meetings with External Audit 6.8% 11.8% 55.9% 3.1% 6.8% 15.5%

We also asked participants about a variety of other characteristics of the audit committee
governance practices at their organizations. The results are illustrated in Figure 9. The results
show that 67 percent of audit committees include at least one financial expert, 65 percent
have a written charter, and 97 percent meet privately with the CAE. Sixty-six percent of
audit committees review and approve the annual internal audit budget and 42 percent review
and approve the internal audit charter. Approximately 45 percent of audit committees have
responsibility for hiring and firing the internal audit director. In Figure 9 we also compare
the audit committee characteristics found in publicly and privately held companies.

Risk Management Function Characteristics. An element of governance that is increasing
in importance is top management and board initiatives and oversight of a comprehensive
risk management process. To the extent that other departments (not internal audit) are
performing risk management, or risk analysis-type activities, the internal audit scope may
be less than in an organization in which internal auditing is more actively engaged in risk
management activities. We view this variable differently from an internal audit activity to
develop and communicate (to management and the board) an assessment of the robust-
ness of the organization’s risk management process.

We also examined the extent to which noninternal audit departments were responsible for
providing various assurance or compliance activities. On average, the (untabulated) results
show that organizations use other noninternal audit departments to perform risk manage-
ment activities to a moderate extent (mean = 4.50 on the seven-point scale). In Table 6 we
document the percentage of respondents who indicated that noninternal audit depart-
ments’ perform specific audit/compliance and risk management activities. For example, 65
percent of our participants indicated that noninternal audit functions provided assurance
or risk management activities related to IT security to a moderate or great extent. On the
other hand, only 8 percent indicated that no other assurance or compliance activities by
noninternal audit functions were performed related to IT security.

28



V. Results

@
v
c
(1]
c
S
o
>
o

O
@
]
o

=
£
£
o

v

x

S
5
<

Figure 9

. Public D Private

100%

80% |—

60%

40%

20%

0%

uolnewJoju|
BuLI01IUO|A 03 S50y

uolnewJojuj
SAIIISUDS 0} SS3IDY

3D saul4
/S9UIH 9911WW0D NpNY

196png upny [euJaiu|
sanosddy asn1wwo) upny

Ja1ieyd 1pny |eusaiu|
sanolddy saniwwo) 1pny

199\ Bunipny [eusiaiu)
pue 2911WwWo 1PNy

Jayeyd 991wwo)
Hpny usnup

149dx3 |epueul

29



Effective Sizing of Internal Audit Departments

Table 6: Extent of Reliance on Noninternal Audit Functions for Risk Management

Limited Moderate Great
None N/A

Extent Extent Extent
IT Security 8.0% 21.7% 43.5% 21.1% 5.7%
Compliance with Laws & 1.1% 20.4% 41.6% 31.2% 5.7%
Regulations
Health & Safety of Employees 5.1% 18.8% 33.0% 36.9% 6.2%
Monitoring to Identify Emerging 9.2% 17.8% 35.6% 26.4% 10.9%
Liabilities
Joint Venture Auditing 11.5% 20.1% 20.1% 3.4% 44.8%
Quiality Control/Quality Assurance 9.8% 13.8% 33.9% 27.6% 14.9%
Monitoring of Supply Chain 10.9% 22.9% 28.1% 14.4% 23.6%
Partners
Monitoring of Third-party 16.6% 19.4% 29.7% 8.6% 25.7%
Construction Contracts
Monitoring of Third-party Service 16.7% 24.1% 27.6% 13.2% 18.4%
Contracts
Environmental Health & Safety 11.6% 15.0% 27.1% 28.9% 17.3%
Audits
Post-project Implementation 18.5% 20.2% 27.2% 8.6% 25.4%
Reviews
Loss Prevention 15.5% 23.0% 29.8% 9.8% 21.8%
Other 9.3% 2.3% 4.7% 4.7% 79.1%

The largest areas where nonaudit functions perform compliance and assurance work for
the organization include:

. Health and safety management.

. Environmental health and safety audits.
. Quality control.

»  Compliance with laws and regulations.
. IT security.

. Monitoring for emerging liabilities.
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V. Results

Some of these areas represent specialties where internal auditing usually does not perform
the control activities, e.g., quality control. However, internal auditing usually is respon-
sible for determining whether those functions are operating effectively. All of the areas
listed above (and repeated in Table 7) represent potentially significant risks to an organiza-
tion. As an example, we were surprised that 58 percent of the respondents did not indicate
active monitoring of the supply chain by the process owners. Table 7 identifies the (single)
most frequently cited noninternal audit function responsible for each of the compliance/
assurance services (in column 2). In column 3 we provide the percentage of respondents
who indicated that the activity was performed by a department outside of internal auditing
(at least to a moderate extent) and indicate that the department in column 2 is primarily
responsible. For example, 65 percent of those respondents who indicated that IT security
was performed outside of internal auditing indicated that there is an internal I'T depart-
ment responsible for this activity.

Table 7: Noninternal Audit Responsibility for Assurance/

Compliance for Various Activities

Percent of Respondents
Primary Responsibility for That Uses This Functional
Assurance/Compliance Unit (to at least a
Assurance/Compliance Activity for the Activity moderate extent)
IT Security Internal IT Department 65.0%
Compliance with Laws & Legal Department 73.0%
Regulations
Health & Safety of Employees Environmental Health & 70.0%
Safety Department
Monitoring Emerging Liabilities Environmental Health & 62.0%
Safety Department
Joint Venture Auditing Accounting Department 23.5%
Quality Control/Quality Assurance | Quality Control/Project 61.5%
Management Department
Monitoring of Supply Chain Supply Chain Function 42.5%
Partners
Monitoring of Construction Multiple Departments 38.3%
Contracts
Monitoring of Service Contracts Multiple Departments 40.8%
Environmental Health & Safety Environmental Health & 56.0%
Audits Safety Department
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Table 7: Noninternal Audit Responsibility for Assurance/

Compliance for Various Activities (continued)

Assurance/Compliance Activity

Percent of Respondents
That Uses This Functional
Unit (to at least a
moderate extent)

Primary Responsibility for
Assurance/Compliance
for the Activity

Post-project Implementation Accounting Department 35.8%
Reviews
Loss Prevention Accounting Department 39.6%

Critical Factor Three: The Mission of the Internal Audit Department

Although internal auditing is defined broadly, we explored its mission more directly by
asking CAEs which of the following, if any, were included in the mission for their internal
audit department:

Definitions of Objectives Included in the Internal Audit Mission

o Operational Auditing Auditing of operational processes.

o Financial Auditing Auditing of financial reporting processes.

o IT Auditing Auditing the IT development processes, change controls, etc.
o IT Security & Control Auditing of IT security and privacy compliance.

o Compliance Auditing compliance with laws and regulations, policy, etc.

Financial Audit Support

Providing assistance to external auditors during financial
statement audits.

Auditing Third Parties

Reviewing contract compliance, revenue collection, joint
venture/strategic partner relations, etc.

Reporting on Internal
Control

Rendering an opinion on internal controls in accordance with
COSO.

Risk Management
Leadership

Championing risk management.

Leadership Development

Internal auditing serves as a training ground for organizational
management.
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V. Results

Definitions of Objectives Included in the Internal Audit Mission (continued)

o Control Improvement Providing consulting services on control development
or pre-implementation reviews, control self-assessment
engagements, etc.

o Control Leadership/ Developing systems to provide information to management
Continuous Monitoring regarding control on a continuous basis.
o Anti-fraud Programs Developing and implementing fraud prevention and detection
programs.
o Governance Providing administrative support for the audit committee.

o Compliance with Statutory Performing audits/reviews to ensure compliance with various
Audit Requirements statutory audit requirements.

o Other Defined by participants.

Mission-relevant Responsibilities. The organizations in our sample include a variety of
internal audit function missions. Figure 10 illustrates the percentage of participants indi-
cating each objective that is included in the mission statement. The results reveal that, on
average, the internal audit mission includes approximately five activities (5.47). More than
50 percent of participants indicated that 1) auditing the financial reporting process; 2)
auditing IT development processes and controls; and 3) auditing operational processes are
explicitly included in the mission statement.

Equally important, we find the data in Figure 10 to be interesting because of what internal
auditing does not do. Given our wording, we were not surprised that some things such as
“developing and implementing fraud detection and prevention programs” were not generally
seen as part of the internal audit mission. This makes sense because the development of such
programs is rightfully an organization’s (not internal auditing’s) responsibility. However,
some of the other activities that were not performed are also interesting. For example:

. Approximately 75 percent did not see leadership development as one of the
missions of internal auditing (potentially in conflict with management and audit
committee views).

. More than 70 percent did not perform any continuous monitoring of controls
(an investment in audit methodology).

. More than 70 percent are not involved in auditing third-party contracts.

. Approximately two-thirds of the participants do not provide a formal report on
the quality of internal controls.
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Figure 10: Objectives in the Internal Audit Mission (Full Sample)
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Given these results, we sought to determine whether the differences might be due to whether
a company was public or private. Figure 11 compares the percentage of public companies
including each objective to the percentage of privately held companies including each
objective. Interestingly, on every dimension, a larger percentage of the public company
internal auditors viewed every activity as a more important part of their mission than
did the private company internal auditors. The most significant differences between the
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missions of public and privately held companies include I'T audit and IT security, auditing
financial reporting processes, auditing operational processes, and (not surprisingly)
Sarbanes-Oxley compliance.

Figure 11: Objectives in the Internal Audit Mission (Public versus Private)
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Extent of Internal Audit Responsibilities Accomplished via Alternative Sourcing. Many
organizations source some or all internal audit activities with third parties or other sources
such as internal operational experts. Clearly, alternative sourcing of internal audit activi-
ties impacts the number of internal auditors the organization directly employs.® Therefore,
we asked a variety of questions to identify the extent of alternative sourcing, as well
as the nature of these sourced services. Figure 12 shows that 46 percent of our partici-
pants (average to larger size firms) perform all internal audit activities in house and 54

8 Alternative sourcing of some or all internal audit activities will reduce the number of internal
auditors employed by the organization. Additional analysis examining the effect of alternative
sourcing on the internal audit budget and internal audit expenses also reveals that it reduces the
number of FTEs employed to complete the audit plan.
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percent use some form of alternative sourcing.’ For the organizations that use outsourcing
arrangements, 43 percent rely on outsourcing to fulfill their technical audit needs rather
than everyday activities (8 percent) or primary form of outsourcing (3 percent).

Figure 12: Extent of Alternative Sourcing for Internal Auditing

2.5%

Bl 100% Completed In House

Co-source to Fulfill Everyday Activities

[ Co-source to Fulfill Technical Needs

B Primarily Outsourced

Table 8 describes the extent to which specific internal audit activities are performed when
an organization uses outsourced resources to perform internal audit activities. The activi-
ties that are commonly not outsourced include operational audits (69.6 percent), complex
operations (54.5 percent), and fraud/forensic investigations (49.5 percent). Activities that
are outsourced include IT controls and security (34.3 percent), complex regulatory require-
ments (17.2 percent), and Sarbanes-Oxley work (16.9 percent).

 Our participants were mostly from moderate to larger size organizations. Therefore our models
are based on this available data. It is possible that smaller organizations might be more prone to
use outsourcing to meet specialty needs.
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Table 8: Extent Specific Internal Audit Activities

Are Performed by Sourced Resources

To a Very Toa To a Very
Not At Limited Moderate Great
All Extent Extent Extent N/A

IT Controls and Security 34.4% 26.7% 17.9% 16.4% 4.6%
Complex Regulatory 42.7% 21.4% 12.5% 4.7% 18.8%
Requirements

Complex Operations 54.5% 15.7% 9.4% 5.2% 15.2%
Global Operations 24.4% 14.0% 5.2% 8.3% 48.2%
Fraud/Forensic Investigations 49.5% 26.8% 4.6% 5.2% 13.9%
Operational Audits 69.6% 13.4% 4.6% 5.7% 6.7%
Sarbanes-Oxley 34.4% 17.9% 9.7% 7.2% 30.8%

Critical Factor Four: The Value Proposition
of the Internal Audit Department

In our survey, we ask participants to identify the value propositions of the internal audit
department and indicate the percentage of total internal audit resources dedicated to each
activity. Figure 13 shows the average amount of audit resources devoted to specific activ-
ities. The largest resource allocation is to operational auditing, followed by 15 percent
dedicated to Sarbanes-Oxley, and another 13 percent allocated to financial auditing.
Our survey differentiated between Sarbanes-Oxley activities and financial-related audits.
However, testing of financial reporting controls for Sarbanes-Oxley is a form of financial-
related audit. Therefore, financial-related auditing makes up the single largest category, at
28 percent of activities. As with other observations, the data below are interesting not only
for where internal audit resources are allocated, but where resources are not allocated in
any significant amounts: fraud investigation, risk management, and consulting.!

10 A future research project could investigate whether these differences in resource allocations
might be a partial explanation of the alignment/nonalignment of management and internal audit
objectives. Sufficient data were not available to answer this question as we did not receive suffi-
cient responses from audit committee members or top management.
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Figure 13: Audit Resources Dedicated to Specific Activities
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Figure 14 compares the resources spent on each audit activity in publicly held companies
versus those spent in privately held companies. Operational auditing is the largest expense
in privately held companies (40 percent), with approximately 24 percent dedicated to oper-
ational auditing in public companies. As expected, public companies spend approximately
three times as many resources on Sarbanes-Oxley compliance. However, privately held
companies spend a larger percentage of their resources on other compliance activities
(not Sarbanes-Oxley) than public companies (e.g., compliance with OSHA regulations,
environmental regulations, etc.).
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Figure 14: Audit Resources Dedicated to Specific Activities (Public versus Private)
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Next, we examined the extent to which the internal audit department engages in various
compliance and risk-management activities and whether internal auditing takes on an
ownership role — including management and oversight — or an audit/support role. We
define an ownership role as when internal auditing has responsibility for the manage-
ment and oversight of the function in general. A support/audit role is defined as internal
auditing performing audit or other supporting activities to assist the process owner. As
shown in Table 9, internal auditing is most extensively involved in Sarbanes-Oxley compli-
ance, [T security, and continuous monitoring. However, when internal auditing is involved,
the department rarely assumes an ownership role and instead is primarily involved in a
support role. In fact, our results indicate that only about 19 percent of the internal audit
departments in our sample assume an ownership role for Sarbanes-Oxley compliance.
However, that said, it is worth noting that our participants showed much more extensive
involvement in Sarbanes-Oxley compliance than in any other activity.
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Table 9: Internal Audit Involvement in Risk Management Activities

Average Internal
Mean % Extent of Internal Audit Audit Role in
Involvement for Each Activity Each Activity

Ownership | Support

Activity N/A Occasional Regular Extensive Role Role
Sarbanes-Oxley 34.3% 7.9% 17.4% 40.4% 18.8% 81.2%
Compliance
IT Security 12.9% 34.8% 41.0% 11.2% 2.5% 97.5%
Continuous 29.0% 31.2% 30.1% 9.7% 15.1% 84.9%
Monitoring
Companywide Risk 16.0% 45.7% 28.0% 10.3% 13.0% 87.0%
Management
Legal Compliance 14.7% 50.8% 27.7% 6.8% 1.7% 98.3%
Effectiveness of 254% 36.7% 30.5% 7.3% 4.2% 95.8%

Quality Control over
Internal Processes

Quality Control 43.4% 44.0% 11.4% 1.1% 0.8% 99.2%
Processes

HR Compliance 23.6% 65.7% 10.7% 0.0% 0.0% 100.0%
Joint Venture/ 40.0% 48.0% 11.4% 0.6% 0.8% 99.2%
Contract

Compliance

HR Policies and 33.9% 53.7% 11.9% 0.6% 0.8% 99.2%
Procedures

Intellectual Property 60.8% 30.7% 8.0% 0.6% 0.4% 99.6%
for Compliance

Licensing and 68.2% 25.0% 5.7% 1.1% 0.0% 100.0%
Royalty Payments/

Collections

Tax Compliance 51.4% 44.1% 3.4% 1.1% 0.4% 99.6%
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Critical Factor Five: Potential Misalignment
with the Value Propositions

Table 10 reveals the extent of management and internal audit alignment (misalignment)
between management and internal auditing about the importance of various internal
audit activities. There can be many measures of potential alignment/misalignment — and
as posited in the conceptual model, this misalignment may affect the resources devoted to
internal auditing. Note that we are not arguing that management’s view is more correct, or
that internal auditing’s view is more correct. We simply asked CAEs whether or not their
views are aligned with management’s views so that we can determine whether potential
alignment or misalignment affects the resources allocated to internal auditing — and, as
importantly, which factors of alignment or misalignment most affect resource allocation.!

Generally, the results indicate that management and internal auditing agree on the impor-
tance of most internal audit activities.!> However, we find that for more than 45 percent of
the organizations in our sample, internal auditors believe that their role in risk management
(48.20 percent) and IT audit and security activities (47.40 percent) are more important
than management does. This suggests that almost 50 percent of internal auditors believe
management undervalues these activities. Alternative interpretations of this result include:
1) management does not believe it is getting the value expected from these activities; 2)
there may be other functions (including operational management) that management relies
on for assurance that these activities are properly controlled; or 3) there is another func-
tion performing the task as well and management believes this to be a costly duplication
of effort. In about 20 percent of organizations, management places more importance on
internal auditing’s support of the external audit compared to the importance placed on it
by the internal audit department.

1" We asked CAEs, who might be more prone to believe there is alignment than would an audit
committee member or top management. As the research expands, we would like to get more
input from audit committee members and top management because our personal experience is
that sometimes where there is significant misalignment of perceptions of internal audit value, the
CAE may be one of the last to realize the misalignment. Given this potential deficiency in the
data, we believe that, even with these limitations, the data are quite robust and sufficient to test
the model.

12 Recall that the data are drawn from responses by CAEs. Although we solicited responses from
management and boards on the same issues, the response rate was not sufficient to analyze their
responses. Thus, we rely on the CAEs’ perception of relative importance, based on their interaction
with management.
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Table 10: Extent of Management and Internal Audit Disagreement

Internal
Management Management Internal Auditing
Believes It is Management and Internal Auditing Believes It is
Significantly Believes It is Auditing Believes Itis | Significantly
More Slightly More Agree On Slightly More More
Important Important Importance Important Important
Sarbanes-Oxley 0.9% 6.5% 75.9% 15.7% 0.9%
Work and Financial
Reporting
Operational 1.7% 4.6% 63.0% 17.9% 12.7%
Auditing
IT Audit and 0.0% 4.0% 48.6% 32.4% 15.0%
Security
Internal Auditing’s 1.2% 9.0% 41.6% 29.5% 18.7%
Role in Risk
Management
Auditing of 0.6% 4.1% 74.6% 17.8% 3.0%
Procurement and
Payment
Auditing 1.2% 7.2% 78.3% 11.4% 1.8%
of Revenue
Recognition
Auditing of 0.9% 6.5% 75.9% 15.7% 0.9%
Advertising
Supporting 4.3% 15.3% 73.6% 4.9% 1.8%
External Audit
Compliance 1.2% 2.4% 74.9% 18.6% 3.0%
with HR Policies,
Procedures, and
Controls
Compliance 1.4% 4.2% 80.6% 13.2% 0.7%
with Shipping/
Inventory Policies
Compliance with 1.2% 2.9% 76.6% 14.0% 5.3%
Code of Ethics
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Table 10: Extent of Management and Internal Audit Disagreement (continued)

Internal
Management Management Internal Auditing
Believes It is Management and Internal Auditing Believes It is
Significantly Believes It is Auditing Believes Itis | Significantly
More Slightly More Agree On Slightly More More
Important Important Importance Important Important
Compliance with 0.6% 3.6% 74.3% 16.2% 5.4%
Other Policies and
Procedures
Audit of 1.3% 3.8% 71.0% 19.5% 4.4%
Compliance (or
Whistleblower)
Hotline

In addition, we compare the activities explicitly described in the internal audit mission (see
Figure 10) to the activities the internal audit department includes as value propositions
and actually performs (see Table 9). To the extent that the activities listed in the internal
audit mission differ from those actually performed by internal auditing, we expect that the
internal audit department may not be meeting management’s expectations. Specifically,
for each item listed in the mission, we determine whether the organization reported that
resources are devoted to that activity.

To develop a measure of alignment that we could use to determine whether the differences
seem to affect the resources devoted to internal auditing, we performed the following steps.
We verified that all activities to which resources are dedicated are included in the mission.
We added together all of the activities that are not included in both the mission and the
stated activities as our measure of mission alignment. We consider organizations with
alignment equal to zero (0) or one (1) to be well aligned. We consider organizations with
an alignment score greater than one (1) to be misaligned. Table 11 provides an example of
our calculation of the mission alignment variable.
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Table 11: Mission Alignment Example

Differences
Included in Activities Between Mission
Mission? Performed? & Activities
Compliance (no Sarbanes-Oxley) Yes Yes
Activities
Consulting Activities Yes No X
Financial Audit No No
Fraud-related Activities Yes Yes
IT Audit Yes No X
Operational Audit Yes Yes
Risk Management No No
Sarbanes-Oxley Compliance No Yes X
Total Differences 3

If there are one or fewer differences, we consider the activities aligned with the mission of internal
auditing. If there is more than one difference, we consider the activities and mission to be misaligned.

Using the methodology described above, we find that approximately 75 percent of the
organizations in our sample perform activities that are included in the stated mission
of the internal audit function. That is, approximately 75 percent are “aligned.” Further
examination of mission alignment in public and private companies separately reveals that
71.1 percent of public companies and 80.9 percent of private companies in our sample are
aligned. We did not specifically test whether the nature of the alignment (misalignment)
made the most difference. Rather, for the broader conceptual model, we are interested in
whether or not there is a strong or weak consistency between the activities included in the
mission and the activities performed by internal auditing.
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Critical Factor Six: Characteristics of the Internal Audit Department

As posited in the conceptual model, an internal audit department’s staffing philosophy, as
well as automation strategy, may influence the effective size of an internal audit depart-
ment. For example, we would expect that a department with experienced CIAs might be
smaller than a department with a CAE (who may or may not be a CIA) supervising a
number of staff auditors that are on a rotation through internal auditing as part of a
financial management training program. As noted earlier, the extent that internal auditing
uses automation might or might not lead to a smaller audit function. In general, given
limited resources, we expect that an audit department that uses a great deal of automation
may use a smaller internal audit staff to accomplish its objectives.

Characteristics of Internal Audit Personnel. By comparing Panels A and B of Table 12,
we find that, on average, each classification of internal audit employee has slightly more
experience in internal auditing than they do within the organization as a whole. This is
consistent with the notion that many organizations rely on experienced internal audi-
tors when hiring new staff. Indeed, our survey results indicate that less than 5 percent
(4.22 percent) of organizations hire inexperienced auditors directly from college campuses
(described more fully in Table 14).

Table 12: Internal Audit Experience

Panel A: Years of Experience in Internal Auditing

Average Experience Working in Internal Auditing (in years)

Industry Staff/Senior Manager Msae:a:;rer CEhxi ::lﬁl:‘i:t
Health Care 4.72 8.57 10.11 14.60
Manufacturing 4.37 8.63 7.65 13.38
Retail 7.75 5.88 7.75 16.54
Services 4.50 9.00 14.33 16.90
Transportation 3.60 6.00 135 18.00
Other 5.59 9.08 10.62 14.01
Total Sample 5.04 8.50 9.59 14.28
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Table 12: Internal Audit Experience (continued)

Panel B: Years of Experience within the Organization

Mean Experience Working in Internal Auditing (in years)
Industry Staff/Senior Manager Msaer::;rer c:xi ::lﬁ?feit
Health Care 3.89 6.29 4.67 10.12
Manufacturing 4.54 6.27 8.55 10.16
Retail 11.09 5.29 11.00 10.08
Services 3.70 7.25 9.50 7.31
Transportation 340 6.50 7.50 11.00
Other 4.65 5.63 7.00 8.45
Total Sample 4.88 6.13 7.73 9.68

Table 13 reports the percentage of internal auditors that have achieved various certifica-
tions or are classified as IT specialists. In the total sample, approximately 30 percent of
internal auditors hold CIA certifications, with a larger percentage (37.93 percent) holding
Certified Public Accountant (CPA) certifications. Only about 16 percent of internal
auditors have the Certified Information Systems Auditor (CISA) certification, which is
also reflected in the relatively low number of internal auditors classified as IT specialists
(approximately 10 percent).

Table 13: Percentage of Auditors with Certifications

Average Percentage of Auditors with Certifications
Industry % CIA % CPA % CISA % IT Specialists @

Health Care 31.84 51.53 16.11 10.76
Manufacturing 34.73 40.20 16.99 10.38
Retail 24.49 40.64 20.47 2417
Services 26.72 27.93 11.46 3.88
Transportation 34.39 26.20 17.64 14.50
Other 26.38 32.42 14.52 9.26
Total Sample 30.09 37.93 15.97 10.39
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Further, we consider the possibility that one of the critical characteristics of an internal
audit department is that it can serve as a training ground for future operational managers.
To this end, we ask several questions designed to determine the extent that the internal
audit department is used to develop managers for the organization. Internal audit depart-
ments that serve as management training grounds are likely to have a larger staff compared
to those that do not, because auditors may be transitioning in and out of the department
and will have relatively limited internal audit experience. We asked participants to indicate
the extent to which the audit department is used for leadership/personnel development.
The average response indicated that the internal audit department is used for leadership
development to a limited extent (2.55/7.0 with 1 = “a very limited extent,” 4 = “a moderate
extent,” and 7 = “a very great extent”). The use of internal audit departments for personnel
development is greater for public companies (mean = 2.75) than for privately held compa-
nies (mean = 2.27), but is not a major objective across the internal audit departments in
our sample.

For further exploration, we asked participants to describe the staffing philosophy of the
organization. That is, we asked whether the internal audit department typically hires internal
auditors to perform a rotation in the department before transitioning into another posi-
tion in the organization, or hires “career auditors.” Further, we asked whether auditors are
usually hired from within the organization or outside, and as entry-level or experienced
personnel. Table 14 illustrates the results of this analysis and reveals that approximately 46
percent of companies in our sample view internal auditing as a career position, consistent
with the relatively limited extent of use of the internal audit department for leadership devel-
opment. However, we do find that 44 percent of public companies hire experienced auditors
with the intention of rotating them into other positions within the company at some point.

Table 14: Internal Audit Staffing Philosophy

Employees Rotate Through Employees Remain in
the Organization Internal Auditing
Internal Audit Hiring Strategy
Org. Entry Entry Exp.
Employee Level Exp. Hire Level Hire Other

Publicly Held 577% 2.89% 44.23% 3.85% 30.77% 12.50%
Privately Held 1.64% 6.56% 9.84% 4.92% 60.66% 16.39%
Total Sample 4.82% 4.22% 31.33% | 4.22% | 41.57% | 13.86%
Total Sample Summary 40.37% 45.79% | 13.86%
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Internal Audit Use of Tools. In addition to the characteristics of internal audit personnel, it
is also important to consider the tools that they use to complete their tasks. To understand
that issue, we collected data regarding the extent to which the internal audit department
leverages automated internal audit tools. There are a variety of resources and tools avail-
able to internal auditors to improve the efficiency of audits. Further, many of these tools
can improve the effectiveness of the audits by allowing auditors to examine the complete
population of transactions, thereby performing a thorough review of the entire organiza-
tion, rather than being limited by sample size. We asked participants to indicate how much
they use each of the following: 1) data extraction and analysis tools; 2) fraud detection and
prevention tools; 3) audit management tools (e.g., automated workpapers or scheduling
tools); 4) control self-assessment tools; 5) Sarbanes-Oxley compliance tools; and 6) contin-
uous monitoring tools. Figure 15 reveals the percentage of organizations reporting at least
a moderate usage of each type of internal audit tools. As shown, data extraction tools are
the most commonly used technology tools, with approximately 63 percent of organiza-
tions indicating at least a moderate usage. Audit management tools (such as electronic
workpapers and automated risk assessment tools) are the second most frequently used,
with approximately 45 percent of respondents indicating at least a moderate usage. Again,
most internal audit departments have not invested in continuous control monitoring.

Critical Factor Seven: Internal Audit Service Quality

The last critical factor in the model focuses on perceptions of internal audit quality. To
assess this factor, we asked participants to provide their own assessments of the value
provided by internal auditing. Specifically, internal auditors indicated whether or not they
believe internal auditing is meeting or exceeding its potential. As evidenced in Figure 16,
approximately 55 percent indicate that the internal audit department operates slightly,
somewhat, or significantly below its full potential.!* Approximately 15 percent of partici-
pants say the internal audit department meets its potential, and only 2 percent say internal
auditing is significantly exceeding expectations. Thus, internal auditors’ perceptions of the
quality of their own departments leave room for improvement.

13 Again, these are perceptions of CAEs who, if anything, would most likely overvalue the contri-
butions of internal auditing compared to management and/or audit committee evaluations.
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Figure 16: Assessment of Internal Audit Quality
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Model Conclusion: The Size of the Internal Audit Department

Internal Audit Staffing Size and Budgets. The ultimate goal of our conceptual model is to
help determine the effective size of the internal audit department. Ultimately, given an
organization’s value proposition for internal auditing, its staffing philosophy, and other
factors, we would like to identify characteristics that lead to a specific size of internal audit
department that is meeting or exceeding its value proposition expectations. More impor-
tantly, we would like to predict the factors that seem to be most valued by management. In
this section, we present descriptive data on various measures of internal audit department
size in our sample organizations. Table 15 shows the total number of internal auditors for
the full sample and various industry categories. The results reveal that, on average, sample
organizations have about 19 internal auditors on their staff, with the largest audit depart-
ments in the manufacturing sector (32 auditors on average) and the smallest in health care
(seven auditors on average).
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Table 15: Number of Internal Audit Staff

Health Total
Industry Care Manuf. | Retail Services | Transportation | Other | Sample

Internal Audit Staff, 6.68 3243 10.82 13.58 19.60 11.75 18.65
including Chief
Audit Executive
Internal Audit 91 2.24 .50 1.25 .73 35 2.23
Staff per 1,000
Employees

Table 16 documents the 2007 and 2008 internal audit budgets (in hours and USD) and the
actual internal audit activities performed (in hours and USD) in 2006 and 2007. Average
actual expenses (related to activities performed in 2006 and 2007) remained flat over the
past two years. However, average hours have increased. As a result, average cost per hour
has decreased from approximately $119 per hour to $102 per hour.

Internal Audit Resource Adequacy. While the preceding information provides descriptive
evidence concerning the actual staffing and budgetary resources allocated to internal audit
departments currently, we also asked participants to assess whether they believe those
resources are adequate. The results (untabulated) reveal that 37.4 percent of respondents
believe that the current number of internal audit staff is appropriate, while approximately
61 percent believe more internal auditors are needed, with only 1.6 percent stating that the
current internal audit department is overstaffed.'* With respect to the amount of mone-
tary resources dedicated to internal auditing, 47.9 percent indicate that more resources are
needed, 50.5 percent believe the current resource allocation is appropriate, and 1.6 percent
say that fewer resources are necessary. Figure 17 illustrates the specific internal audit skills
that should be added for organizations expressing a need for more internal auditors. For
example, approximately 33 percent of organizations needing additional internal audit
staff need IT audit skills and 30 percent need specialized audit skills.!

4 Given the large percentage of respondents who believe their internal audit department is
understaffed, the question may arise about how the data in this study can be used to estimate

the effective size of an internal audit activity. We address this concern by focusing our analysis

(in Section VI) using only organizations in which the stated mission and activities performed by
internal auditing are closely aligned. It is in these organizations where we believe internal auditing
is best suited to be meeting the control objectives of the organization. That alignment should
predict the best fit for the conceptual model. The model should predict how much internal audit
staffing would (should) change when there is less alignment.

15" Advanced audit skills include analytical reviews, audit inquiries, etc.
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V. Results

Figure 17: Skills Needed by Internal Audit Departments
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VI. TESTING THE
CONCEPTUAL MODEL

The conceptual model is based on our knowledge gained from interviews and previous
research. In theory, the model provides a framework of issues we should think about in
determining the effective size of an internal audit department. However, we need to go
from theory to practice. In other words, can the conceptual model be used to predict the
effective size of an internal audit department given its value proposition, staffing philos-
ophy, and the other factors identified in developing the model? If yes, can we further
refine the model to determine the effective size that might reflect better alignment between
management and audit committee values for internal auditing and the delivery of those
value-added activities?

The most powerful way to first test the validity of the conceptual model is to use regres-
sion analysis that incorporates real-world data gathered for the specific purpose of testing
the model (much of the data are described herein). In performing this analysis, we pursue
the association between the critical factors in our conceptual model (i.e., characteristics
of the organization, characteristics of the organization’s governance structure, the mission
of the internal audit department, the value proposition of the internal audit department,
potential misalignment with the value propositions, characteristics of the internal audit
department, and internal audit service quality) and the size of the internal audit depart-
ments in our sample organizations. We not only want to know the association of these
factors, but which ones really make a significant difference in predicting the relative size
of an internal audit department that best meets or exceeds management’s expectations.

Measuring the Effective Size of an Internal Audit Department

We considered several different measures for the effective size of an internal audit depart-
ment, including the number of internal auditors (in terms of full-time equivalents),
internal audit monetary budgets, and internal audit actual monetary expenses. Analysis
of the correlations between these variables indicates that they are significantly correlated
(for all, p<.01).'® An analysis of the data indicates that the participants were most reliable
in providing accurate and complete data on the number of internal auditors on their staffs,

16 These significant correlations include firms that engage third-party service providers to perform
a portion of the internal audit services.
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and because the data were highly correlated, we decided to use that figure as our primary
predicted outcome. However, when significant differences between inferences across the
alternative effective size measures were noted in our analysis, we performed more in-depth
analysis and discuss it further (see below).

Explanatory Factors

Table 17 documents the factors that significantly influence the size of the internal audit
department and the manner in which each influences the size (positively or negatively).
Further, using a linear regression model, we calculate coefficients associated with each of
the variables noted above.!”

The first column of Table 17 notes each variable; the second column notes the direction
of the effect of that variable on the size of the internal audit department; and the third
column provides an interpretation. The following paragraphs provide additional descrip-
tions of these variables and the intuition behind their affect on internal audit size.

Table 17: Factors Significantly Influencing Internal

Audit Department Size (FTE)

Direction
Variables of Effect Interpretation of Result

Characteristics of the Organization

Publicly Traded versus + Internal audit size increases for publicly traded
Private Organizations companies (as compared to private companies).
Total Assets for the Current + Internal audit size increases as the size of the
Year organization (in assets) increases.

Internal Control + Internal audit size increases as the control
Decentralization structure of the organization becomes more

decentralized.

Location Internal audit size is smaller for organizations with
(both) headquarters and operations primarily
outside the United States.

17 The explanatory factors included in this analysis are those that are found to be statistically signif-
icant through our regression analysis. Many other factors were considered (see Section V of this
paper) during our model testing process, but they did not have a significant influence on the size of
the internal audit function.
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VI. Testing the Conceptual Model

Table 17: Factors Significantly Influencing Internal

Audit Department Size (FTE) (continued)

Direction
Variables of Effect Interpretation of Result
Governance Characteristics
Frequency of Meetings + Internal audit size increases with more frequent
Between Internal Auditing meetings between the internal audit department
and the Audit Committee and the audit committee.
Number of Audit + Internal audit size increases as the number of audit
Committee Members committee members increases.
Audit Committee Oversight + Internal audit size increases as the overall
of Internal Audit Summary governance of the audit committee improves.
Statistic
Audit Committee + Internal audit size increases when there is greater

Composition

representation of inside directors on the audit
committee.

Internal Auditing’s Mission and Value Proposition

Percentage of Internal
Audit Activities that are
Alternatively Sourced

Internal audit headcount decreases as the
percentage of audit activities that are alternatively
sourced increases.

Internal audit size increases when operational

Operational Auditing is +

Included in the Internal auditing is explicitly included in the mission
Audit Mission statement.

Use of Data Extraction Tools + Internal audit size increases as the use of data

extraction tools increases.

Use of Fraud Detection Tools

Internal audit size decreases as the use of fraud
detection tools increases.

Mission Alignment

Management and Internal
Auditing Disagree on the
Importance of IT Auditing

When management and the CAE disagree about
the importance of IT auditing (and internal
auditing values it more than management does),
the size of internal auditing is reduced.

Mission/Activity Alignment

Internal audit size increases when the internal
audit activities included in the mission are aligned
with those actually performed by internal auditing.
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Table 17: Factors Significantly Influencing Internal

Audit Department Size (FTE) (continued)

Direction
Variables of Effect Interpretation of Result

Characteristics of Internal Audit Department/Personnel

Percentage of Auditors with Internal audit size decreases as the percentage of

CIA Designation ClAs in the department increases.

Reliance on Noninternal _ Internal audit size decreases as activities regarding
Audit Department for joint-venture compliance are performed by
Management of Joint- departments outside of internal auditing.

venture Compliance

Internal Audit Service Quality

Internal Audit Value + Internal audit size increases when internal auditing
meets or exceeds its potential.

Characteristics of the Organization. Several important company characteristics signifi-
cantly influence the size of the internal audit department. First, whether the organization
is publicly or privately held impacts the size of the department, such that publicly held
companies require more internal auditors than similar privately held companies. Second,
the size of the organization, as described by its total assets in the current year, is positively
related to the size of the internal audit department. That is, organizations with greater
total assets require larger internal audit departments. Third, the complexity of the orga-
nization’s control structure is positively associated with internal audit department size.
Specifically, organizations with a decentralized control structure have larger internal audit
departments than those with partially decentralized or centralized control structures.
Fourth, we find that organizations that are headquartered and operate primarily outside
the United States have smaller internal audit departments than those headquartered and
operating in the United States. This may be due to the heightened regulatory environment
in the United States, although we cannot be absolutely certain about the reason.

Characteristics of the Governance Structure. The governance structure of the company
has a strong, positive influence on the size of the internal audit department, suggesting
that organizations that have made a commitment to good governance also value internal
auditing and, therefore, invest resources in the internal audit department. Specifically,
internal audit department size is increasing with the number of audit committee members
and the frequency of meetings between the audit committee and the CAE.
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VI. Testing the Conceptual Model

We also measured the effectiveness of audit committee oversight by creating a summary
statistic based on answers to the following five yes/no questions:

Does the audit committee review the internal audit charter?

Does the audit committee review the internal audit budget?

Is the audit committee responsible for hiring and firing the CAE?

Does the audit committee have access to sensitive information (e.g., regulatory
actions, etc.)?

5. Does the audit committee have access to the information necessary for monitoring
management’s objectives, strategies, and financial activities?

bl S

This oversight statistic is a significant explanatory factor in predicting internal audit
department size. The audit committees that provide greater oversight of internal auditing
and have more access to sensitive information for oversight and monitoring are associated
with larger internal audit departments.'®

Finally, our analysis indicates that the composition of the audit committee influences the
size of the internal audit department. Specifically, audit committees that have a larger
percentage of inside directors (compared to outside directors) have larger internal audit
departments.

Internal Audit Mission and Value Proposition. The formal mission of an internal audit
department will vary among organizations, depending upon the organization’s strategies
and goals. We find that organizations that explicitly include operational auditing in the
internal audit mission have larger internal audit departments than those that do not hold
internal auditing responsible for auditing operational processes. Further, the extent to
which internal audit activities are performed by alternatively sourced resources reduces
the size of internal audit headcount within the organization."

Our results also suggest that the types of technologies used by the internal audit depart-
ment, and the extent to which they are used, is related to the size of the internal audit
department. First, larger internal audit departments tend to use more automated data
extraction and analysis tools. This result suggests that internal audit departments may

18 We also examined other board governance variables and tested them in our statistical model.
However, they add little additional explanatory power to the model, so we do not include those
variables in our discussion here.

1 Additional analyses using 1) annual internal audit budget and 2) actual internal audit expenses
as the dependent variable yielded consistent results, indicating that the overall budget and actual
expenses are lower when third-party sourcing is used to some extent.
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not necessarily use these tools to reduce the amount of time and effort needed to perform
(traditional) audit activities. Rather, it is likely that by using these tools, internal audit
departments are performing more rigorous audits. For example, by using data extraction
and analysis tools, auditors can more easily examine the complete population of transac-
tions, rather than using sampling techniques that would be necessary absent such tools.
The tools provide an opportunity for internal auditors to extend their coverage with more
meaningful analysis for management and the board. We posit that the more meaningful
analysis may tend to build on itself (i.e., as the value proposition increases, management
and boards will look for, and invest in, further value-added activities).

Somewhat surprising to us, we found that the use of fraud detection and prevention tools
is negatively related to the number of internal auditors needed in an organization. This
suggests that automated fraud detection tools improve the efficiency of fraud detection
and therefore reduce the number of auditors needed to identify fraud. Further, the use of
such tools may effectively prevent fraud, resulting in lower levels of fraud and reducing
the need for internal auditors to perform fraud-related investigations. We believe this is an
area worthy of further exploration.

Mission (Mis)Alignment. We also investigated the extent to which differences between
management and the internal audit department’s priorities may influence the size of
the internal audit department. As previously described, for most activities, respondents
reported that there was considerable agreement between management’s beliefs and those
of the internal audit department. However, we find a significant effect (on internal audit
department size) when management and the internal audit department disagree on the
importance of IT auditing and security. Specifically, we find that internal audit depart-
ments are smaller in organizations where internal auditing believes IT auditing and security
is more important than management does. This suggests that management may either a)
be undervaluing IT auditing and security audits by internal auditing, or b) see little value
in the internal audit work because the value is not delivered by internal auditing, or assur-
ance is gathered through other sources (e.g., external audits of IT or separate IT security
functions within IT). Our data are not sufficient to conclude which of these explanations
is most likely correct. Whatever the explanation, it is clear that when management believes
less value is being delivered than internal auditing believes it is delivering, then the internal
audit department will be smaller.?

2 During our interviews and our review of the literature, we found that very few internal audit
departments were performing systematic surveys of the perceived value of their work and how
they might improve their value-added to the organization.
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We also examine the extent to which a gap between the internal audit mission and the
actual activities performed by the internal audit department are related to the size of the
internal audit department. We compare each activity listed in the mission with the actual
activities the internal audit department performs. We find that when the activities of the
internal audit department do not align with the mission, the internal audit departments
are smaller compared to organizations where there is — relatively — closer alignment
between the activities. It is likely that in these organizations, the internal audit department
is not able to meet the expectations of management because it is not performing the activi-
ties that have been determined to be most important by the organization.

Characteristics of Internal Audit DepartmentlPersonnel. We find that characteristics of
the internal audit department personnel affect its relative size. Specifically, we find that
the percentage of internal auditors employed within the organization that are certified
internal auditors (CIAs) is negatively related to the number of internal auditors in the
department. This result suggests that as the level of professionalism within the internal
department increases, the number of auditors needed to execute internal audit activities
decreases. We also find that internal audit departments tend to be smaller when organiza-
tions use other departments to perform risk management and compliance activities related
to joint ventures.?!

Internal Audit Service Quality. Internal audit quality is positively associated with the
size of the internal audit department.? This suggests that the more an internal audit
department meets or exceeds its potential, the more likely that success continues to build
such that management and the board are willing to make larger investments in internal
auditing. Alternatively, it may also suggest that the internal audit department has suffi-
cient resources to meet or exceed management’s expectations.

2l We performed a separate analysis examining only those organizations in which there was
alignment between the internal audit mission and the internal audit activities. When considering
only these organizations, we also find that internal audit departments are smaller when activities
related to IT security and quality control are performed outside the internal audit department.

22 Recall that we measured the quality of internal auditing as self-reported by the internal audit
CAE. We tried to corroborate this self-reported measure with similar results from audit committee
members or senior management, but we were not able to achieve a sufficiently large response to
statistically measure the responses. Thus, the fact that we found the variable to be significant using
only self-reported information provides indirect evidence on the strength of the finding.
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VII. CONCLUSION

The purpose of this whitepaper is to develop and test a conceptual model of internal audit
effective sizing. We begin by describing the process by which we developed the conceptual
model. We then articulate the relationships among the components of the model, including
describing seven critical factors that determine the size of an internal audit department:
1) characteristics of the organization; 2) characteristics of the governance structure of the
organization; 3) the mission of the internal audit department as seen by management, the
audit committee, and the internal audit department; 4) the internal audit value proposition
as executed by the internal audit department; 5) the alignment of internal auditing with
management and audit committee expectations; 6) various characteristics of the internal
audit department (e.g., staffing); and 7) internal audit service quality.

Next, we discuss the methodology that we used to test the conceptual model, including
development of a survey that was completed by 236 CAEs at a variety of organizations
operating throughout the United States. We then provide a detailed discussion of the survey
results, along with a description of the results of statistical tests that validate the model.

Our research results indicate:

. Internal audit size (i.e., number of full-time equivalents or “headcount’) increases:

o  For public companies (as compared to privately held companies).

For U.S.-based companies (as compared to companies based outside the
United States).

As the size of the organization (in assets and inventory) increases.

As the control structure of the organization becomes more decentralized.
As the size of the audit committee increases.

As audit committee oversight of the internal audit department increases.
As the frequency of private meetings between the internal audit department
and audit committee increases.

When the mission and activities of the internal audit department are aligned.
When operational auditing is explicitly included in the mission statement.
As the use of data extraction tools increases.

When the internal audit department meets or exceeds its potential (i.e., when
internal auditing consistently exceeds the expectations of key stakeholders
such as audit committees or senior management).

© O O © O o

© O O O
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. Internal audit size (i.e., number of full-time equivalents or “headcount”) decreases:

o  As the percentage of audit activities that are outsourced increases (as the
survey responses were based on headcount, not effective FTEs).

o  As the use of fraud detection tools increases (such as automated software
and other fraud monitoring tools).

o  When management and the CAE disagree about the importance of IT
auditing (and management places less value on IT auditing than does
internal auditing).

o  Asthe percentage of CIAs in the department increases.

o  As more reliance is placed on noninternal audit joint venture compliance
activities.

o  Asthe (percentage) representation of inside directors on the audit committee
increases.

Our results reveal that there are some limitations to traditional benchmarking models
that compare organizations within an industry and based on size. Our model finds that
the effective size of an internal audit department is influenced by many variables that are
specific to each organization, such as the items included in the internal audit mission, tools
used by internal auditing, and the reliance on noninternal audit departments to perform
risk management activities.

Importantly, we believe the data that has been developed and tested can be used by orga-
nizations and internal audit departments to perform some self-examination that can lead
to a) more goal congruence between internal auditors and management; b) periodic self-
assessment by internal auditing, coupled with surveys of management to understand value
being delivered by internal auditing; and c¢) alternative ways to include both the efficiency
and the effectiveness of the internal audit department. We encourage internal auditors to
perform such self-examination and work toward a continuous improvement model that is
required of all businesses today.
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